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data protection - legal changes  published in June 2020 

I. ROMANIA 

1. ANSPDCP. ESTEE LAUDER ROMANIA SRL WAS SANCTIONED BY  A  FINE IN THE AMOUNT OF RON 14,483.4, 

THE EQUIVALENT OF EUR 3,000   

The Data Protection Authority found that the controller, Estee Lauder Romania SRL, violated the provisions of art. 6, 
art. 7 and art. 9 of the General Regulation on Data Protection and sanctioned it with a fine in the 
amount of RON 14,483.4, the equivalent of  EUR 3,000. 

The sanction was applied following a complaint alleging illegal data processing by disclosing and collecting personal 
data (name, surname, telephone number, date of birth and health information), respectively, without consent or other 

legal basis. At the same time, the corrective measure was applied to ensure the compliance with the General Data 

Protection Regulation of the operations of collection and further processing of personal data, by regularly training its 
own staff on the importance of complying with the rules of personal data processing of its employees, 
in each situation of personal data processing, in order to avoid their illegal disclosure, as required under art. 58 para. (2) 
lit. d) of the RGPD. 

2. ANSPDCP. ENEL ENERGIE MUNTENIA SA WAS SANCTIONED BY FINE AMOUNTING TO 19,368.4 RON 

EQUIVALENT OF EURO 4,000 

The Data Protection Authority found the violation by the controller, Enel Energie Muntenia SA, of the provisions of art. 
32 of the General Data Protection Regulation and sanctioned it by  a fine amounting to RON 19,368.4 equivalent of 
EUR 4,000. 

The investigation was initiated as a result of a complaint by which the petitioner notified the violation of the security 
and confidentiality of personal data by Enel Energie Muntenia SA, by sending documents containing his personal 
data to another Enel customer, via  e-mail. 

During the investigation, the Data Protection Authority found that the controller did not take sufficient security and 
confidentiality measures to prevent accidental disclosure of personal data to unauthorized persons, violating the 
provisions of art. 32 of the GDPR. At the same time, the corrective measure was applied to the controller to ensure the 
compliance with the GDPR of the collection and further processing of personal data, by implementing adequate and 
efficient security measures, both from a technical and organizational point of view. 

3. ANSPDCP. TELEKOM ROMANIA COMMUNICATIONS SA WAS SANCTIONED WITH A FINE OF RON 14,524.2, THE 

EQUIVALENT OF EUR 3,000. 

The Data Protection Authority found the violation by the operator Telekom Romania Communications SA of the 
provisions of art. 32 of the General Data Protection Regulation and sanctioned with a fine of RON 14,524.2, the 
equivalent of EUR 3,000. 
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The investigation was initiated following the receipt of a complaint by which the petitioner invoked the fraudulent 
use of his personal data at the conclusion of the agreement on his behalf by Telekom Romania Communications 
SA. 

During the investigation, the Data Protection Authority found that the controller did not implement sufficient 
security measures to include the verification of the accuracy of personal data collected by telephone (remotely) in 
order to conclude agreements. 

This fact led to an illegal processing of the petitioner's data by concluding subscription agreements in his name, using 
the personal data from the pre-existing agreement, without verifying their correctness, contrary to the obligations 
provided by art. 32 of the RGPD. In this sense, art. 32 provides, inter alia, at par. (1) lit. b) and the obligation of the 
controller to implement appropriate technical and organizational measures, including the ability to ensure the 
confidentiality, integrity, availability and ongoing resilience of processing systems and services. 

The corrective measure was also applied to the controller to ensure compliance with the GDPR of the collection and 
further processing of personal data, by implementing effective procedures for the identification of persons, 
preventing the illegal processing of personal data and their unauthorized disclosure, both by the employees / 
collaborators of Telekom Romania Communications SA, and by the authorized persons and their employees / 
collaborators, as well as their regular training and the periodic verification of the observance of the given instructions, 
reported to art. 58 para. (2) lit. d) of the GDPR. 

II. EUROPEAN UNION 

1. FINLAND. A TAXI COMPANY WAS FINED WITH EUR 72,000 FOR VIOLATING THE PROVISIONS OF THE GDPR 

On Friday, May 29, 2020, the Data Protection Authority form Finland imposed an administrative fine on Taksi Helsinki 
Oy for breaching the provisions of data protection law, according to a statement. 

The company did not assess the risks and effects of personal data processing before adopting a surveillance system 
that involves recording audio and video inside vehicles. 

The Authority found that the processing of audio data was not in line with the GDPR principle of minimizing data 
processing. Thus, the company was asked to ensure that the processing of audio data without proper reasons is stopped 
immediately. 

In view of other infringements found during the control, the Sanctions Committee imposed an administrative fine of 
EUR 72,000. 

2. BELGIUM. A CANDIDATE FOR THE LOCAL ELECTIONS FINED WITH EUR 5,000 FOR VIOLATING THE PROVISIONS OF 

GDPR 

On Wednesday, 10 June 2020, the Belgian Data Protection Authority imposed a fine of EUR 5,000 on a candidate for 
the local elections for using data from the staff register of a town hall to send letters for election propaganda, 
according to a statement. 

The complaint was filed by the town hall. 
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Data Protection Authority ruled that a violation of Article. 5 para. (1) lit. b of the GDPR has taken place, because the staff 
register could not be used for electoral purposes, but only for the internal use of the mayor's office. It was also found 
that there was no legal basis for the data processing activity in the register. 

3. NORWAY. A COVID-19 SPREAD MONITORING APPLICATION SUSPENDED AFTER A WARNING FROM THE DATA 

PROTECTION AUTHORITY 

The Norwegian Authority for the Protection of Personal Data has notified the Norwegian Institute of Public Health 
(NIPH) of its intention to impose a temporary ban on the processing of personal data in connection with the mobile 
application Smittestopp, designed to monitor the spread of COVID -19, according to a statement. 

The surveillance authority considers this tool to be too intrusive: "In the current situation, given the limited spread of 
the epidemic, the low rate of use of Smittestopp and the deficiencies in meeting the objectives of monitoring and 
evaluation of health measures, we no longer consider Smittestopp a justified intrusion in the protection of personal 
data". 

On Monday, 15 June 2020, the Norwegian health authorities announced that they had decided to suspend the 
application. 

4. FRANCE. THE FINE OF 50 MILLION EURO AGAINST GOOGLE FOR THE VIOLATION OF GDPR WAS MAINTAINED BY THE 

COURT 

On Friday, June 19, 2020, the French Council of State upheld the fine applied in 2019 by the French National 
Commission for Informatics and Freedoms to Google, a division of the Alphabet group, in the amount of EUR 
50,000,000, as said company, as controller of the most used engine search in the world, does not ensure sufficient 
transparency and clarity in how it informs users about the management of their personal data and does not 
correctly obtain their consent for personalized ads, according to a CNIL statement. 

5. SWEDEN. A CO-OPERATIVE HOUSING ASSOCIATION, FINED FOR VIOLATING THE GDPR 

On Friday, June 19, 2020, the Swedish Data Protection Authority fined a co-operative housing association about EUR 
2,000 after conducting an investigation into video surveillance installed in a block of flats, according to a 
statement. 

Thus, the Authority found that the co-operative housing association installed four video cameras, two of which are 
located towards the stairs, one towards the main entrance in the block and the last one towards a storage space. 
All rooms record video and audio non-stop. 

With regard to the two rooms installed towards the stairs, the Authority notes that they allow the association to record 
the habits, visits and social circle of the residents. The room facing the storage space should be redirected so that it does 
not monitor residents' stored goods. Finally, the Supervisory Authority states that the installation of the surveillance 
camera at the entrance to the block must be justified by certain circumstances. 

In addition, the Authority notes that audio recording constitutes an additional intrusion into the private sphere, 
especially when it is recorded in a residential building and there are no circumstances to justify such an intrusion. 
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6. BELGIUM. AN ASSOCIATION WAS FINED BY 1,000 EUROS FOR SENDING DIRECT MARKETING MESSAGES TO PEOPLE 

WHO DONATED TO FUNDRAISING. 

The Belgian Data Protection Authority has imposed a fine of 1,000 EUR on an association that, on the basis of its 
legitimate interest, sent direct marketing messages to (former) donors for its fundraising. The administrative fine was 
imposed following a complaint lodged with the Belgian Data Protection Authority by a former donor of the association 
as the latter had not complied with the request for data erasure addressed by the data subject to the data controller. 

First of all, the Litigation Chamber found that the data controller did not comply with the data erasure request and the 
data subject's right to object. Secondly, the Litigation Chamber held that the association could not validly invoke its 
legitimate interest as a ground for the processing in the present case since it did not meet the cumulative conditions 
imposed by the case law of the Court of Justice of the European Union - and in particular the Rigas judgment - in this 
respect. According to this case law, in order to invoke Article 6.1, f) GDPR, the controller must demonstrate that i) the 
interests pursued by the processing, can be recognized as legitimate ("purpose test") ; ii) the intended processing is 
necessary for the purposes of the intended processing ("necessity test") and iii) the balancing of these interests against 
the fundamental rights and freedoms of the persons concerned by the data protection weighs to the favour of the 
controller or of a third party ("balancing test"). In the present case, the Litigation Chamber decided that the third 
condition of article 6.1, f) GDPR and the case law of the Court of Justice was not fulfilled. 

More specifically, the Litigation Chamber found that there were doubts as to whether the data subject could 
reasonably expect his data to be processed for direct marketing purposes years after the collection of these data 
(recital 47 GDPR). Moreover, the Litigation Chamber found that the data controller had not sufficiently facilitated the 
right of objection. 

7. BELGIUM. AN OPERATOR WAS FINED WITH EUR 10,000 FOR SENDING A DIRECT MARKETING MESSAGE TO THE 

WRONG PERSON AND FOR NOT RESPONDING ADEQUATELY TO THE SUBSEQUENT REQUEST FOR ACCESS.  

The Belgian DPA has imposed a fine of 10,000 EUR on a controller for sending a direct marketing message to the 
wrong person and for not responding adequately to the data subject’s subsequent request for access to his data. 
The marketing message was sent to the plaintiff, instead of to another person who had the same name, but another 
email address. This incorrect processing is due to a human error. As a result, the plaintiff exercised his right of access, 
which did not run smoothly. The Belgian DPA established that the controller did not sufficiently answer to the request 
of the plaintiff, did not respond within the deadline set by the GDPR and was not sufficiently transparent. 

8. BELGIUM. A CONTROLLER WAS FINED WITH EUR 1,000 FOR NOT RESPONDING TO A REQUEST TO EXERCISE THE RIGHT 

TO OBJECT TO THE PROCESSING OF HIS DATA FOR MARKETING PURPOSES.  

The Belgian DPA has imposed a fine of 1,000 euro on a controller for not responding to a request from a citizen to 
object to the processing of his data for marketing purposes, and for not collaborating with the authority. 

In a previous decision, the Belgian DPA had ordered the controller to meet the request of the plaintiff and to notify the 
Belgian DPA of the action taken on the request. The controller did not react to this injunction. For this attitude, as well 
as the established infringement of the right to object, the Belgian DPA decided to eventually impose a 1,000 euro fine. 
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9. SPAIN. A COMPANY WAS FINED WITH EUR 4,000 FOR FAILING TO RESPOND TO A REQUEST FOR ACCESS TO PERSONAL 

DATA  

Sanction procedure opened for not responding to the request for information made in order to investigate the 
facts identified in a complaint. The complainant requested the exclusion of his data from a debts file -Asnef - by an 
alleged debt to the energy supply company -Iberdrola-. 

The complaint was transferred to Iberdrola and it was required to forward to the DPA the information and documents 
requested in the letter. After receiving no response, the complaint was accepted. 

Investigations were then carried out and the entity was again required to report on the facts denounced. This new 
request was also not answered. In a nutshell, Iberdrola had not provided the information required and consequently 
hindered the investigative powers that each supervisory authority has. 

It has also been taken into account that Iberdrola is a large undertaking, not newly created and therefore should have 
established procedures for the fulfilment of the obligations under the data protection regulations, including provide 
any information required by the supervisory authority. For this reason, it was sanctioned with 5,000 euros, reduced to 
4,000 euros as it benefited from voluntary payment reduction according to the Spanish Procedure Law. 

III. NEW LEGISLATIVE OR REGULATORY DEVELOPMENTS  

1. THE EUROPEAN COMMISSION. REPORT ON THE IMPLEMENTATION OF THE GDPR 2 YEARS AFTER ITS ENTRY INTO 

FORCE 

The European Commission's evaluation report on the General Data Protection Regulation (RGPD) of 24 June 2020 shows 
that the RGPD has met most of its objectives, in particular by providing citizens with a solid set of opposable rights and 
created a new European system of governance and law enforcement. RGPD has demonstrated its flexibility to support 
digital solutions in unforeseen situations, such as the crisis caused by the COVID-19 pandemic. 

The report also concludes that harmonization between member states is making further progress, although there is a 
certain level of fragmentation that needs to be constantly monitored. The report also notes that companies are 
developing a culture of compliance and increasingly using the fact that they ensure strong data protection as a 
competitive advantage. The report contains a list of actions through which the implementation of the RGPD can be 
further facilitated for all stakeholders, especially small and medium-sized enterprises, in order to promote and further 
develop a true European data protection culture; and of rigorously ensuring compliance with the law. 

2. THE 32ND PLENARY SESSION OF THE EUROPEAN DATA PROTECTION BOARD. CONTACT TRACKING APPLICATIONS. 

During the Plenary of June 16, 2020, the Declaration on the interoperability of location applications in the context 
of the Covid-19 pandemic was adopted, which is based on Guide no. 4/2020 on the use of location data and detection 
tools in the context of the Covid-19 pandemic, according to a statement. 

The declaration emphasizes the need to respect the transparency and legality of the processing involved, the 
rights of users, respect for the principle of data minimization and ensure their confidentiality. Also, 
interoperability should not be used as a reason to extend collection more than necessary. 

This Guide was made known to the general public through the ANSPDCP press release of April 24, 2020, stating that 
it highlights the conditions and principles of proportional use of location data in order to monitor the spread of the 
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virus and detection tools. to notify people close to other people found to be infected. On this occasion, the Committee 
emphasized that the use of this data should be done voluntarily by each person and that the person's 
movements should not be monitored and that the principles of necessity and proportionality should be 
respected in determining measures during this period. 

In Romania, ANSPDCP, the national data protection authority, has drawn the attention to controllers / persons 
authorized by the controller who intend to develop / implement location and detection applications in the context 
of the Covid-19 pandemic on the need to comply with personal data protection rules, general principles of processing, 
especially the principle of privacy by design and by default, the principle of ensuring security and confidentiality 
and the principle of responsibility, respectively on the need to comply with Guide no. 4/2020 on the use of location 
data and detection tools in the context of the Covid-19 pandemic. 

Thus, ANSPDCP emphasizes that, in this Guide, it has been established that the detection applications do not involve 
the use of location data, but only proximity data, as well as the fact that it is necessary to perform an impact 
assessment (DPIA) in accordance with art. 35 of the GDPR by the controller, prior to the implementation of this type 
of application, taking into account the sensitive nature of personal data processed on a large scale. 
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